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P
rivacy and data protec-
tion are among the
prime problems of the
information society.
Many of us are con-

cerned by the fact that elec-
tronic data about us can be
used for purposes beyond our
control. Privacy therefore has
a close relationship with
security. If data about us is
not secure then this can
threaten privacy. This line of
argument suggests that priva-
cy requires security. A some-
what contradictory argument
would be that, in order for
security to be guaranteed, we
need to limit privacy. If all
information about everyone
were known, then security
threats would be much easier
to address and sanction. In
this scenario, privacy and
security seem to be mutually
exclusive. This confusing
and contradictory starting
point for a discussion of the
relationship between privacy
and security is exacerbated
by a number of aspects. It is
not really clear what consti-
tutes privacy, nor do we have
a generally agreed-upon def-

inition of security. There is also no
agreement on how these two con-
cepts are to be protected (by ethics,
the law, markets, or other mecha-
nisms) or who should assume

responsibility for them (the state, the
individual, organizations, etc.) [62]. 

Briefly, the intersection of priva-
cy and security is a conceptual mud-
dle and consequently characterized
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by policy vacuums. For this reason
[39]-[43], as well as because of the
importance the issue has for our
individual and social existence, pri-
vacy and security can be viewed as
ethical questions. At the same time
the privacy and security area attracts
a large amount of attention from the

commercial sector because it has the
potential to determine the success or
failure of many business ventures,
most obviously e-commerce activi-
ties. The location of privacy and
security on the fault line of a variety
of discourses is one of the reasons
for some of the problematic use of
privacy and security concepts. Pri-
vacy and security are often
described in terms of ethics and
therefore taken to be of an ethical
nature. At the same time, they are
used by commercial organizations
to promote their particular, usually
financial but often also political,
objectives. This is problematic
because the commercial use of the
terms privacy and security pro-
motes a particular ideology and
uses the ethical recognition of the
concepts to limit critical discourses.

This article will use a critical
approach in the tradition of Criti-
cal Theory and its developments in
Critical Research in Information
Systems (CRIS) to expose and
overcome these discursive clo-
sures. I begin with a review of the
literature on privacy and security,
which will support the contention
that these are ethical concepts. The
concept of ideology and critical
research will then be discussed.
This will lead to a critical dis-
course analysis of a text from a
commercial software vendor,
which will provide empirical evi-

dence of the ideological use of the
terms privacy and security. 

Overall, this article will offer a
novel viewpoint of the intersection
of computer and information
ethics and commercial practices.
The use of critical theory has the
advantage of offering an estab-

lished perspective on ethically dif-
ficult practices. The methodology
of critical discourse analysis
should be of interest to individuals
from a technical background
because it facilitates the generation
of insights that are different from
most technical research. Critique
of the practices and rhetoric of
large commercial software vendors
is not novel per se. This article is
nevertheless a valuable contribu-
tion because it uses a different the-
ory and methodology and there-
fore provides new arguments for
separating the ethical and commer-
cial uses of the concepts of privacy
and security.

Ethics of Privacy
and Security
There are discourses concerning
privacy and security that focus on
the ethical quality of the concepts
where the resulting ethical connota-
tion of the terms is used to promote
particular interests. A brief review
of the literature on privacy and secu-
rity, emphasizing the ethical angle
of the arguments, will help to illu-
minate this point. 

There are two main difficulties
to this approach: First, the debates
on privacy and security are individ-
ually too extensive to be captured
comprehensively in a brief section.
Second, the concept of ethics is dif-
ficult to get a handle on. Ethics, an

integral part of philosophy, has
been formally discussed since the
ancient Greeks. As part of the nor-
mative constitution of the social
world, it predates philosophical
discourse and permeates in all
areas of social interaction. Here, I
will follow what has been termed
the “German tradition” of moral
philosophy [63], which distin-
guishes between morality as the
factually accepted norms that guide
individual and collective behavior,
and ethics as the theory and justifi-
cation of morality.

Moral rules are those that
agents follow because they repre-
sent what is good and right. Exam-
ples of moral rules could be an
obligation to help the needy or an
interdiction of downloading pro-
prietary software. Ethical theory
explains why moral rules are desir-
able. It can draw on a rich history
of justificatory ideas ranging from
duty (deontology) to utility (teleol-
ogy) to the individual character
(virtue ethics). It is not the purpose
of this paper to engage in the ethi-
cal discourses surrounding privacy
and security but only to demon-
strate their relevance by explicat-
ing some of the more frequently
used arguments.

Ethics of Privacy
Privacy is generally acknowledged
to be a (moral) good [72], but there
is less agreement on what exactly it
is or why it is valuable [22], [58].
Historically, privacy concerns go
back to the ancient Greeks [52], but
only acquired legal recognition
towards the end of the 19th century
[59], when the most widely spread
definition of the term as the “right to
be let alone” was coined by Warren
and Brandeis [70]. This definition is
still used today [5], [67], but it lacks
the clarity needed for a thorough
investigation. Privacy can refer to
control of information, social con-
trol [13], to perceptions and psycho-
logical states [67], to rights and
obligations, to personal curiosity or
social structures. 

Privacy is generally acknowledged
to be a (moral) good, but there is
less agreement on what exactly it is
or why it is valuable.
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What is probably beyond
doubt is that the current interest
in privacy is related to the use of
information and communication
technology (ICT). ICT arguably
does not cause the collection and
(potentially unwanted) use of
data but in many cases it facili-
tates such uses [2], [31]. Privacy
has thus been identified as one of
the major ethical issues in ICT
from the early days of the debate
on computer and information
ethics [38] but also in informa-
tion management [65]. The use of
ICT thus leads to a change of the
understanding of privacy [51]. As
a result of the challenges of pri-
vacy, a variety of legal instru-
ments have been developed by
different countries [11].

What is of interest in this article
is the ethical nature of privacy. This
can best be observed by looking at
the arguments proposing or justify-
ing a right to privacy. Privacy can
be seen as an absolute or a relative
right. Where it is perceived as
absolute this means that it requires
no further justification. It is then
comparable to a natural right,
something that is irreducible [61].
Privacy can obtain the status of a
human right, which is reflected by
the right to the respect of privacy as
developed in Article 8 of the Euro-
pean Convention on Human
Rights. This justifies Rogerson’s
[52, p. 22] reference to privacy as a
“fundamental right”. However,
some authors do not see privacy as
absolute but relative, which means
that it needs to be justified with
regards to other values or rights.
This distinction mirrors the one
between privacy as an intrinsic or
instrumental value [43], [66]. Both
sides of the argument agree, how-
ever, that privacy is a moral good.
What they disagree on is the ethical
justification and therefore the reach
of the concept.

On the individual level privacy
is often described as a necessary
condition for healthy personal
development. We require privacy

to become autonomous and inde-
pendent humans who are able to
interact with others and create
rewarding and useful relation-
ships. Respecting privacy is thus
an expression of the respect for
the autonomy of others [7], [16],
[29], [31], [50], [58]). Since a
society of incomplete individuals

cannot function, privacy can also
be justified by social considera-
tions. Privacy not only allows us
to develop healthy interpersonal
relationships, it also seems to be
required for democratic states to
function [22], [31].

This brief characterization
leaves open many questions. It
does not address questions of the
legal status of privacy nor the exact
limits of this perceived right, or
ways of adjudicating conflicts
between privacy and other rights.
It leaves open, for example, the
issue whether, or under which cir-
cumstances, workplace surveil-
lance is justified [61]. These short-
comings are not problematic for
this paper because the point of the
discussion of privacy was to show
that the concept is of an ethical
nature. It is recognized as a moral
value, which can be justified using
a variety of ethical arguments
ranging from utilitarian considera-
tions to issue of virtue and deonto-
logical arguments. Having thus
established the importance of
ethics in the discourse surrounding
privacy, we can proceed to look at
ethical aspects of security. 

Ethics of Security
Security, at least with regards to
computing, seems to be a more
straightforward concept than pri-

vacy. There are different areas and
topics of security ranging from
national and military security to
the security of one’s personal
belongings. The topic of this arti-
cle, computer or information sys-
tems security, can have an influ-
ence on many of the other aspects
as well. There are general defini-

tions, such as the classical one by
Landwehr [36, p. 2], which states
that a system is secure “if it ade-
quately protects information that it
processes against unauthorized
disclosure, unauthorized modifica-
tion, and unauthorized withhold-
ing (also called denial of service).”

Unfortunately, the text goes on to
say that no practical system can
achieve these goals simultaneously
and that security is inherently rela-
tive. In an earlier paper Landwehr
[35] points out that even in strictly
structured social systems such as the
American military, security is never
unambiguous. 

Security is thus similar to privacy
in that most people think that it is
important but they find it more diffi-
cult to agree what actually consti-
tutes security [1] and why it is
important. Security has an econom-
ic aspect [9], but its importance goes
far beyond financial considerations.
Security is important for all of us
individually but, given the lack of
agreement on the concept of securi-
ty, there is no generally accepted
behavior that would express securi-
ty concerns and it has been argued
that people act inconsistently or
self-contradictorily with regards to
security [44]. Berendt et al. [4], for
example, discuss a study which
seems to indicate that users voice
different preferences with regards to

Privacy has been identified 
as one of the major ethical issues
in ICT from the early days of 
the debate on computer and
information ethics.
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security and privacy from the ones
they actually act upon. 

The main question of interest
here is whether and in what way
security can be seen as an ethical
concept. One main argument for the

moral quality of security is that it
seems to be a psychological need,
which Giddens [23, p. 50] terms
“ontological security.” Security is
thus important for the ability to
interact with others in a self-confi-
dent manner. It is also required to
develop relationships of trust with
others [68].

A main argument for the moral
quality of security is thus based on
individual needs and perceptions as
well as the impact of security on
interaction. However, there are also
aggregate issues of security that
have a moral side. Security in com-
puting is a major cost factor with
estimates of overall cost of security
(or lack thereof) varying widely but
always ranging in the billions of
Dollars, Euros, Pounds etc. Such
costs are of course a moral issue
from a utilitarian point of view and
they also prevent society from
investing these resources in other
worthy causes. Security issues also
play a large role in computer crime
and digital forensics. The ubiquity
of computing in modern society
renders it an important ingredient of
many types of crime [69]. Hacking
and viruses are a major concern.
Apart from the economic issues
they raise, they are also related to
criminal activities and breaches of
criminal law are generally viewed
as being morally problematic.
Another moral issue on the social
level is that security can be seen as
an externality [10]. Externalities
(and public goods) have long been

recognized as being important ethi-
cal issues of markets [21].

On a more general level, as Nis-
senbaum [45] argues, the question
of the moral quality of security can
be described in terms of the harms

that its infringements would consti-
tute. This leads her to an interesting
discussion of two types of security
related to computing: Technical or
individual security and political or
social security. Nissenbaum argues
that these two are often conflated
even though they are fundamentally
different and require different tech-
nical or political solutions. Drawing
on the Copenhagen School, she dis-
cusses the concept of “securitiza-
tion.” Securitization stands for the
depiction of a possible risk in terms
of a fundamental threat to an impor-
tant entity, most often the nation
state. The securitization of a risk
means that it becomes a moral
imperative to protect the entity in
question. This implies a strong
moral standing of security that
overrides opposing concerns. Nis-
senbaum argues that computer
security has been securitized in
particular following the 2001 ter-
rorist attacks on New York and
Washington. Such securitization
leads to possible solutions that are
arguably not relevant for individual
computer risks such as hacking,
viruses etc.

Nissenbaum’s considerations are
of relevance to this paper because
the process of securitization of com-
puters and ICT contribute to the
high moral standing of security that
makes it a suitable tool for ideolog-
ical misuse as discussed below.

Privacy and Security
Having established that privacy and

security are notions with moral con-
tent and ethical justification, we will
now briefly discuss their relation-
ship. When looking at the use of the
concepts in a commercial environ-
ment it will be important to know
how they relate to each other.

Given the complexity and many
facets of both concepts involved,
there is no clear and unambiguous
description of their relationship. The
literature shows examples of differ-
ent conceptualizations of the link
between privacy and security. In
some respects, most notably from a
law enforcement view, they are con-
tradictory. Individual privacy prefer-
ences, where they involve criminal
activity, will go counter to security
needs. There is a wide variety of
legal activity on both sides of the
Atlantic, ranging from the U.S.
Patriot Act to the European Conven-
tion on Cybercrime which bear tes-
timony to this. Governments every-
where are tempted to limit privacy
rights in order to promote security
considerations [20].

At the same time, one can argue
that privacy and security overlap
and reinforce each other. On the lev-
el of the individual user, security
can be seen as a precondition of pri-
vacy because a lack of security may
allow unauthorized access to data,
which, in turn, will jeopardize priva-
cy. But even in the field of criminal
activity it has been pointed out that
decreased privacy can lead to a
decrease in security because guard-
ing privacy via anonymity allows
some individuals to interact with the
police and give tips, which they
might not do if their identity were
known [58]. Another reason for
overlap of the concepts is that they
both have to do with control, with
strong control of personal data
apparently equating to privacy as
well as security [8]. There are sever-
al technologies that can be used in
this sense that support privacy as
well as security. These include
encryption [65], so-called privacy-
enhancing technologies (PET) [66],
and anonymizing technologies [8].

On the individual level, privacy 
is often described as a necessary
condition for healthy personal
development.
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This technical overlap of securi-
ty and privacy can be explained at
least partially by the fact that they
serve the same moral ends. Both
cater to the individual psychological
need to feel protected from outside
interference. They are part of the
“protective cocoon” that facilitates
the building of identity [7]. Both are
required to build trust [53], and
therefore to the establishment of
sound relationships [28]. Trust and
security are thus mutually enforcing
moral goods for the individual, even
though an overemphasis on security
can also create problems with trust
[46]. Security and privacy also lead
to social well being and the creation
of general utility. Respecting them
is a sign of respecting individuals
and their autonomy. It is also a sign
of a morally good character disposi-
tion. The moral value of privacy as
well as security can thus be
explained by the most important
ethical theories from Kantian deon-
tology to utilitarianism and virtue
ethics. Having established this
much, we can now proceed to look
at ways in which the concepts of
trust and security are used, which do
not necessarily conform to their
moral nature.

Ideology and Its Critique
We now embark on an ideology cri-
tique regarding the concepts of pri-
vacy and security. 

Ideology 
Ideology is a central concept of
critical research in information
systems as well as critical research
in general. Ideologies limit the
ability of the individual to perceive
the world and they are therefore
counter forces to the main aim of
critical research, namely emanci-
pation. By addressing issues of
ideology and emancipation, we
enter the context of critical
research. Critical research has his-
torically developed from Marxism,
even though many contemporary
critical scholars cannot be called
Marxists. What it still shares with

Marxism is a fundamental suspi-
cion of the capitalist ways of orga-
nizing production and other eco-
nomic functions. Critical research
in information systems has been
developing for at least 20 years. It
is often defined as a research “par-
adigm,” the third one after posi-
tivist and interpretive research
[46]. Central to critical research is
the desire to change social reality
and to promote emancipation.

Within critical research the
concept of “ideology” plays a cen-
tral role. Fairclough [17, p. 9] sug-
gests the definition of ideologies
as “representations of aspects of
the world which can he shown to
contribute to establishing, main-
taining and changing social rela-
tions of power, domination and
exploitation.” It is important to see
that ideologies are not necessarily
falsehoods or based on bad faith
[56]. Instead, ideologies are taken
for granted, shared conceptualiza-
tions, or constructions of (social)
reality. The problem is that such
constructions will often become
reified and taken for absolute truth
[39]. These objectified construc-
tions typically hide vested inter-
ests and power relationships [27].
Such hidden agendas are problem-
atic when they can no longer be
discussed, which is the case when
they become recognized as natural
“facts.” Ideology therefore makes
it harder or even impossible for
individuals to reach their full
potential. It thus precludes eman-
cipation [26].

Ideology of Privacy
and Security in ICT
How can we identify instances of
ideology in ICT? If the kind of ide-
ology we are concerned with is the
reification of social constructions for
the benefit of particular groups, then
we need to pay attention to situa-
tions where certain groups or indi-
viduals are advantaged to the detri-
ment of others. Of particular concern
here are such instances where the
moral nature of privacy and security

are used to limit discourses with the
aim of facilitating gains for certain
groups or individuals. 

One could thus speak of ideology
in cases where one can identify the
promotion of, say, security as a
moral and thereby universal good in
such a way that it privileges certain
groups. This is often the case in ICT
security, which is frequently de-
signed specifically to protect certain
interests, typically those of the ven-
dors and their customers, with little
regard to other possible stakehold-
ers. Furthermore, it can even be used
more specifically to protect the inter-
ests of vendors to the detriment even
of their customers, who can be eco-
nomically locked in [1].

One could argue that such situa-
tions are not particularly serious
because, in a functioning market, cus-
tomers could seek different suppliers.
They can only do so, however, if they
are aware of problematic effects. This
is where ideology as reification plays
a role. If the state of affairs is per-
ceived as natural and unchangeable,
as the result of developments that
cannot be influenced, then those who
are privileged no longer need to justi-
fy themselves for their advantages. 

Technology, including ICT, is
often used for such acts of reification.
If we are told that technology has a
certain nature, for example that the
Internet is intrinsically democratic,
then this need no longer be discussed.
Such reification is closely linked to
the idea of technological determin-
ism, which assumes that technology
has certain properties that lead to
determined consequences. Such tech-
nologies are then removed from
democratic scrutiny [19] and they can
be promoted using moral arguments
including privacy and security. Perti-
nent examples of this might be the
assumption that the introduction of
surveillance technology such as
CCTV cameras will lead to a reduc-
tion of crime [37] or that the use of
ICT in teaching will lead to better
educational outcomes [54]. While
there is a long tradition of criticizing
the idea of technological determin-
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ism, it can still be found as a power-
ful aspect of governing ideologies.

Ideologies are generally accept-
ed social constructions and as such
they are based on a shared use of
language. Indeed, language is not
only the vehicle of ideology, but its
essence. When thinking about the
relationship of ideology and ICT it
is thus important to concentrate on
linguistic aspects. Proponents of
certain ideological interests often
use rhetorical devices to promote
their view. A frequently used one is
the use of metaphors. Such
metaphors, if used successfully, will
take on a life of their own and ren-
der the originating interest invisible.
They can be turned into reifications
when they shape the generally
accepted definition of technology or
its properties. There are several
good examples of such use of
metaphors as vehicles of ideology in
ICT. One of them is the use of the
word “virus” for a certain type of
self-replicating software. Viruses
are generally recognized to be dan-
gerous and undesirable, which ren-
ders strong measures against them
easily enforceable. It precludes a
possible discussion of positive
aspects of such programs and there-
by furthers the interests of those

who oppose them to the detriment
of those who may have legitimate
reasons to create them [33]. Anoth-
er good example is the use of the
word “piracy” for the unathorized
downloading of computer programs
or digital content. “Piracy,” being
originally a horribly violent type of
illegal activity, carries the connota-
tion of something not only illegal
but highly reprehensible, very simi-
lar to the related crimes of murder
and rape. The use of the metaphor
paints a very clear (and arguably
misleading) picture of the activity of
unauthorized downloading. Some-
one committing piracy must be a
pirate and hence an evil person. This
use of the word thus reifies the
moral evaluation of an activity,
leads to discursive closure, and
thereby promotes the interests of
some, namely intellectual property
holders, to the detriment of others.

These uses of ideology have many
manifest implications. They lead to
the hardening of social practices, for
example in the intellectual property
area. By withdrawing technology
from discourse, ideology establishes
precedents that become self-reinforc-
ing. One example of this would be a
hierarchical information systems
development process. There is much

literature suggesting that participative
development projects have a variety
of advantages from an ethical as well
as a business perspective. However, if
ICT is seen as fundamentally deter-
mined, then there is no need to have
users or other stakeholders participate
in design decisions. Emancipation
cannot become part of the agenda.

Discourse Analysis
as Ideology Critique
In order to answer the question of
how ideological assumptions shape
discourses on privacy and security
and vice versa, it will be helpful to
use established research approaches.
Here, I use the methodology of crit-
ical discourse analysis. There are
many different ways of doing critical
research. Some of them use social
science methodologies, often quali-
tative ones, to investigate issues of
emancipation and power in social
settings [3]. The other main group of
critical methodologies is aimed at
investigating the use of language and
its implications for emancipation.
Critical discourse analysis (CDA) is
part of this second set of methodolo-
gies. It emphasizes the identification
and exposure of naturalizations,
reifications, and discursive closures
that pre-empt emancipation. If “lan-

Truth: Argumentation and evidence
T1. What is said about the technology?
T2. Are the issues and options clearly defined?
T3. What costs and benefits have been identified and assessed?
T4. What evidence has been provided to support these arguments?
T5. Has the relevant information been communicated without distortion or omission?
T6. Are there ideological claims which are unexamined?

Rightness / Legitimacy: Whose Interests?
L1. Who is speaking, who is silent, what are their interests?
L2. What is privileged? What is not said about the technology?
L3. What is assumed or implied?
L4. What is missing or suppressed in the discourse?
L5. How are the decisions legitimized?
L6. Who is involved? Who is not involved?
L7. What are the stakes and interests involved or excluded?

Authenticity / Sincerity: Metaphors and Descriptors
S1. Do metaphors and connotative words promote or suppress understanding?
S2. Do metaphors and connotative words create false assurances?

Table I
Guiding Questions to Identify Habermasian Validity Claims (adapted from Cukier et al. [14], [15]):



IEEE TECHNOLOGY AND SOCIETY MAGAZINE  |  SPRING 2007 |  41

guage is pure ideology” [48, p. 123],
then discourse analysis is a natural
choice for undertaking ideology cri-
tique. It is important to note that it is
not the purpose of CDA and ideolo-
gy critique to overcome ideologies
and see the world as it “really” is.
Most critical researchers would have
serious ontological and epistemo-
logical reservations regarding the
possibility of showing an “objec-
tive” reality. The purpose is instead
to expose ideologies and their conse-
quences in order to open them up to
debate and allow people to attempt
to influence and change them [55]. 

CDA can be done in different
ways [18], and the aforementioned
term “methodology” is probably a
bad description for the approach
because it can wrongly suggest that
there is an algorithmic way of doing
it. Here I undertake a type of CDA
that is inspired by Habermas’ Theo-
ry of Communicative Action (TCA)
[24]. Habermas is a suitable refer-
ence theoretician because he is part
of the Frankfurt School tradition of
critical theory. More importantly,
his philosophy is strongly engaged
in the “linguistic turn,” which
means that he pays close attention to
the role of language in philosophy
and critical theory. It is not possible
to do justice to Habermas’ complex
theoretical framework here. (For
good introductions cf. [34] or [30]. 

For Habermas communicative
action is one of several action types.
Communicative action is aimed at
mutual understanding and collabo-
ration. It has the moral characteris-
tic of being based on the recogni-
tion of the other as a being with
equal dignity. During communica-
tive action, every utterance carries
three so-called validity claims: truth
(Wahrheit), (normative) rightness
or legitimacy (Richtigkeit), and
authenticity (Wahrhaftigkeit). That
means that the speaker implies that
the utterance is true, that it con-
forms to norms, and that he is sin-
cere in saying it. All of these claims
can be doubted by other partici-
pants in the communication. The

existence of disagreement regard-
ing validity claims leads to dis-
courses where the contentious
claims can be contested through
rational, fair, and open debate.

These basics of Habermas’ dis-
course theory can be used to devel-
op a critical discourse analysis. I
will follow Cukier et al. [14], [15]
in basing my CDA on Habermas’
validity claims. The different
validity claims are used to ask
questions, which will allow the
identification of instances of ideol-
ogy in a text. Each validity claim
leads to a variety of sub-questions,
which are enumerated in Table I.
The approach as developed by
Cukier et al. is quite powerful
because it allows a quantitative as
well as qualitative analysis of
texts. Here, I only use the approach
as a heuristic to allow me to iden-
tify ideological claims. 

Ideology of Privacy and
Security – Some Evidence
The main purpose of this article is
conceptual. Its purpose is to argue
that the moral and ethical nature of
privacy and security can lead to their
misuse as ideological tools. If I left it
with this conceptual argument, how-
ever, there is a high probability that
the paper would be accused of “arm-
chair-philosophizing” i.e., of having
no bearing on the “real world”. Crit-
ical research is not typically con-
cerned about such criticism. On the
other hand, some readers may find it
easier to accept the argument if it
provides some external validity or
examples. The CDA described in this
section therefore provides evidence
of the link or links between ideology
and privacy/security. 

For this purpose, the CDA
needed to investigate texts emanat-
ing from organizations that have
an interest in security and privacy
but at the same time have vested
interests in promoting a particular
ideological view. A first task was
thus to consider which organiza-
tion or organizations to investigate.
The potential population included

all commercial entities involved in
software or hardware. An obvious
choice was therefore to look at
Microsoft (MS), which as the
biggest software company in the
world has developed a broad range
of activities in the areas of privacy
and security. Microsoft is the mar-
ket leader in operating systems and
therefore its statements can be
seen as representative of vendors
to the end-user consumer market.
Furthermore, Microsoft has often
been criticized for its business
practices and is seen as a bad
example of market dominance and
misuse by its detractors. It was
therefore a reasonable starting
point of the CDA to assume that
Microsoft will use ideological
devices to further its causes.

The next question was to decide
which texts created by Microsoft to
analyze. First, it was decided to use
parts of the Microsoft website
because they are easily accessible and,
more importantly, because they repre-
sent the official views of the organiza-
tion. Such statements are therefore
more suitable to a discourse analysis
than, say, interview data, which has a
more idiosyncratic character. It then
had to be decided which part of the
website was to be analyzed. Two sec-
tions were chosen for detailed analy-
sis: the “Trustworthy Computing” and
the “Microsoft Vista” sites. 

Validity Claims in
Microsoft’s “Trustworthy
Computing” and “Vista”
Windows Vista (www.microsoft.
com/windowsvista) is the next gen-
eration of Microsoft’s operating sys-
tem MS Windows, which was
launched in late 2006. It is partly
based on and closely linked with the
considerations expressed in Micro-
soft’s “Trustworthy Computing”
(TC) policy website (http://www.
microsoft.com/mscorp/twc/default.
mspx). Both websites outline the
most important aspects of TC and
Vista to promote acceptance of these
developments by potential users. It
is the nature of websites to be
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dynamic and to contain links to oth-
er websites, so that limiting a dis-
course analysis to a website is nec-
essarily a somewhat arbitrary
endeavor. This is not overly prob-
lematic for the current research
because its aim is to support the con-
tention that moral concepts such as
privacy and security can be used to
promote ideology, rather than do a
comprehensive analysis of a certain
text or organization. 

I analyzed the two websites with
regards to the validity claims con-
cerning privacy and security they
contained. The TC site is structured
in an overview page, which links to
the five main components of TC,
security, privacy, reliability, business
practices, and building momentum.
Each of these (except “building
momentum”) is broken down in
three sub-sections titled “overview”,
“progress,” and “resources.”

The TC introductory page sum-
marizes the aim of the TC initiative:
“Trustworthy Computing is a long-
term, collaborative effort to provide
more secure, private, and reliable
computing experiences for everyone.
This is a core company tenet at
Microsoft and guides virtually every-
thing we do.” This summary indi-
cates the different validity claims
raised by the site. The central truth
claim is that MS takes TC seriously
and tries to promote and develop its
components, including security and
privacy. At the same time, it con-
cedes that there “is no single solution
to resolve computer security issues,”
which is the reason for MS to explore
all possible avenues to improve it.

In terms of rightness claims,
there is no overt reference to ethics
or morality but the website states
clearly that it is in compliance with
“global privacy laws.” Rightness
also covers legitimacy, the assurance
that one’s claims are acceptable. MS
promotes this by portraying itself as
a responsible leader, with the term
“responsible leadership” being
repeated in several different con-
texts. However, it is emphasized that
MS does not act in isolation but col-

laborates closely with “industry, law
enforcement, and academia”. 

The sites authenticity/sincerity
claims portray MS as a diligent orga-
nization, trying hard to help and sup-
port customers. The TC website
states that MS is “hard at work every
day,” that it “shares…knowledge
[and] learn[s] from others,” and that
it subscribes to the customers’ “right
to control their personal informa-
tion,” their right to be “left alone,”
and their right to have a trusted expe-
rience. Since the authenticity claim
can be explored by examining
metaphors, the very concept of
“trustworthy computing” can be
interpreted as a metaphor aimed at
promoting the image of sincerity.

The Vista website is structured in
a similar way to the TC site but it is
more clearly directed at end-users
and has a less formal and informa-
tional appearance. It is divided into
three main areas: experience, fea-
tures, and community. It contains a
variety of claims regarding privacy
and security, which are probably
best summarized by the following
quote: “At Microsoft, we recognize
that privacy is a critical element of a
secure computing experience.” Pri-
vacy is thus subsumed into security,
which is recognized as a central
aspect of Windows. Vista is meant
to be “the most secure version of
Windows yet.” There are many
instances where the document
underlines the centrality of security
for Vista from the perspective of pri-
vate users, businesses, and develop-
ers. Security features are integrated
into the software and can be con-
trolled and managed centrally. 

The normative claims mirror the
emphasis on security. They underline
how increased security will render
the tasks of systems administrators
easier while allowing end users to
engage in (apparently legitimate)
activities such as enjoying TV and
music on their PC. Probably the
strongest claim to legitimacy is linked
to the protection of children. A cen-
tralized control function allows chil-
dren to be protected from innocently

installing malware. Another function
(“family safety settings”) allows par-
ents to designate what children can
do on the computer, including access
to programs, websites, and keeping a
log of all activity.

The authenticity/sincerity claims
support the implication that MS is
serious about helping its customers.
The website uses emotive images,
such as a lonely figure on a moun-
taintop in the twilight to express
feelings of independence and
strength. The “features” part of the
website starts by displaying a young
tattooed man of presumably African
background holding a guitar, which
expresses a connection to younger
consumers and their wish for free-
dom. Another interesting sincerity
claim is the metaphor of the word
“vista” itself. According to the
Oxford English Dictionary, vista
can mean “A mental view or vision
of a far-reaching nature.” This can
be interpreted to imply that MS has
recognized customers’ needs (par-
ticularly security) and has integrated
them into its long-range vision.

Ideology in Microsoft’s
“Trustworthy Computing”
and “Vista”
The discussion of the validity
claims contained in MS’s two web-
sites under investigation will proba-
bly not surprise anyone. They pro-
ject the image of a corporation
interested in its customers’ well-
being and therefore sensitive to their
moral concerns, including security
and privacy. The interesting question
therefore is whether there is evi-
dence of instances of ideology and
what the consequences of the pro-
motion of such ideology might be.

One such instance is the use of
rhetorical devices to cloak underly-
ing problems. An example of this is
the use of the term “trustworthy com-
puting,” which MS adopted recently
having changed it from “trusted
computing” [1]. It is probably fair to
say that MS is not trusted by a
considerable part of the computer
science and programming commu-
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nity. Trust is a complex social con-
struct but it is not something that can
simply be created. There clearly
seems to be a lack of trust in com-
puting by users, largely due to a
perceived lack of security and pri-
vacy [12]. Microsoft uses a rather
technical view of trust [1] but does
not elaborate on this concept in its
websites. The emphasis on trust-
worthy computing is therefore
misleading because it is an open
question whether Microsoft’s and
their customers’ understanding of
trust are compatible. 

A similar issue arises with regard
to the functionality of Vista. The
website frequently cites issues of
control and implies that it will give
control to users (“Windows Vista
puts you in control of what you
want to do”). It is meant to create
confidence in customers and
improve their “computing experi-
ence.” These are very problematic
assertions as I will show below.

Both websites privilege particu-
lar interests, most notably those of
Microsoft and its paying customers.
This goes counter to the nature of
security problems, which are collec-
tive issues and cannot be solved by
individual or sectoral activities.
Among customers, corporate inter-
ests are again privileged. Despite
some of the emancipatory rhetoric,
the website makes it clear that,
internally, MS relies on hierarchical
power structures to enforce its poli-
cies, including privacy policies. The
validity claims raised on the website
also use one of the most powerful
instruments of ideology, that of
reification. Most importantly, it rei-
fies both security and privacy.

In practice this means that these
two concepts become things, which
are still morally relevant, but no
longer open to debate and scrutiny.
The way this is done is to present
privacy and security as technical
features, which can be addressed in
a technical way. The best example
of this reification of a social con-
struct is that MS aims to “engineer
privacy into our products during the

product life cycle.” It thus becomes
a matter of technical expertise,
which MS has without doubt, to
deal with this issue. This reification
also allows a simplification of the
complex relationship of privacy and
security by subsuming privacy as an
aspect of security.

This leads us to another ideologi-
cal device, the hiding of contentious
relationships. The equation or sub-
sumption of privacy under security
hides the fact that there is no simple
law stating that more privacy will
create more security or vice versa. In
the “privacy progress” part of the TC
site, MS states that it is committed to
working with the police to deter
hacking and other “software sabo-
tage” through proactive security
practices. It ignores the fact that
there may be good reasons for hack-
ing. The law-enforcement attitude
leaves no room for legitimate
expressions such as “hacktivism”.

By complying with laws on
security and privacy without ethical
reflection, MS promotes a one-
sided understanding of complex
issues. This has recently backfired
when Microsoft was criticized for
complying with the Chinese gov-
ernment’s request to curtail free
speech on the Internet. The uni-
dimensional narrative on the web-
site, while serving corporate pur-
poses leaves no opening for
dissenting voices and hides legiti-
mate conflicts. It also camouflages
the fact that many of the problems
current developments are supposed
to address, such as lack of security,
are home-grown problems that have
been caused by Microsoft’s long-
time lack of attention.

Another instance where the
claims on the website hide an
important moral issue has to do with
control. MS Vista offers an unprece-
dented amount of control over user
activities. This is described in posi-
tive terms as ease of administration
and supervision of children. It is
quite obvious, however, that the
same technologies can be used to
control and surveil employees.

There is a large body of literature
on the moral issues of workplace
surveillance [71], but the reification
of privacy hides these. Another
completely hidden issue is the ques-
tion of digital rights management
(DRM). DRM raises a host of moral
and legal challenges and is likely to
be linked to MS Vista. The website
does not discuss any of these issues,
presumably because of the simplis-
tic approach that MS will comply
with the laws (which it often
shapes) and thereby discharge its
moral responsibilities. 

Critical Reflections
I have argued that privacy and secu-
rity are concepts with important
moral connotations. I then suggest
that these moral qualities render the
concepts open to be used to promote
certain ideologies. Finally, I have
attempted a brief critical discourse
analysis on Habermas’ Theory of
Communicative Action to support
the suspicion that the moral nature
of privacy and security can be used
for ideological purposes.

This work does not suggest that
ideology can be overcome once and
for all. Ideology is part of the pre-
judgments that we require to func-
tion as social beings. It does sug-
gest, however, that ideologies can be
exposed and thereby put into per-
spective. Furthermore, this work
should not be misread as another
example of Microsoft-bashing.
Microsoft’s websites were used
because of the overwhelming mar-
ket power of the corporation and
because it exemplifies the issues
raised here. A similar exercise could
most probably be undertaken for the
majority of ICT suppliers. 

Another point of criticism might
be that this paper does nothing more
than state the obvious. Microsoft is
a commercial entity and as such
attempts to promote itself and its
causes. While this is true, the inter-
esting aspect of the preceding dis-
cussion is that it demonstrates how
official publications of corporations
use and thereby reproduce ideologi-
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cal views. A statement to the effect
that we should not believe promo-
tional commercial publications
would only show that communica-
tive action seems to be impossible in
our society, which, if true, should
give us pause to consider whether
this is what we as a society desire. 

Most of all, I hope this article will
promote debate on the relationship
between ethics, technology, and ide-
ology. The unique angle elaborated
here is that it is exactly the moral
connotation of notions such as priva-
cy and security that allows them to
be used to defend ideology. It is the
moral recognition of privacy and the
protection of children that allows
Microsoft to promote a strict system
of control, which, if exposed as
such, would be much more difficult
to market. Similarly, security has
now become such an obviously
desirable goal that it can be used to
override other legitimate democratic
and moral concerns.

This article, by its very nature,
does not offer any solutions to
these problems. It can only aim to
raise attention and awareness and
to promote discourse. In the tradi-
tion of critical research, its main
aim is to provide a dissenting voice
and to caution users not to take
concepts at face value. This is par-
ticularly important for value-laden
concepts because these values, pos-
itive as they may be, hold the
potential to curtail debate and
thereby allow for the promotion of
ideology. In this sense, the paper
should have an emancipatory
effect. It will allow individuals to
question the meaning of privacy
and security and to require contex-
tualization of the terms. This can
help free us from false preconcep-
tions and thus allow us to move,
albeit incrementally, toward more
freedom and autonomy.
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