
Let’s agree to differ: varying interpretations

of online privacy policies

INTRODUCTION

Since the mid to late 1990s, it has been suggested by
many that website visitors are concerned about the
possible abuse of personal data that they supply
online, and that this acts as a disincentive to full
engagement in e-commerce and other comparable
sorts of online activity. In essence, we need to feel

that we can have some trust in the organisations
with which we transact (e.g. Belanger et al, 2002;
Ranganathan & Ganapathy, 2002; Srinivasan, 2004).
Among the various possible indicators of trustwor-
thiness – organisation behaviour, site design, site
content, membership of a third-party trust network
and so on – some have suggested that publication of
a privacy policy is an important element. This is
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During the period of growth of e-commerce, e-business and online life in general, trust has been identified by a num-
ber of authors as a key factor, the absence of which can act as a powerful disincentive to an individual’s engagement
in a transaction. This has encouraged a great deal of research into the various facets of trust in an online environment,
both theoretical and empirical. One of the many recommendations for business practice that have emerged from this
research is the suggestion that online businesses should publish on their website a privacy policy that explains clearly
the use that will be made of any personal information collected on the site, the third parties to whom it may be dis-
closed, and the circumstances under which disclosure may occur. A number of surveys have been conducted that high-
light the rather patchy adoption of this recommendation in various countries. We now know, for example, that by no
means all online organisations publish an online privacy policy, and that many of those that do exist display a range of
serious shortcomings, including poor visibility on the site, incomplete coverage of the main issues of concern and poor
readability. However, previous discussion of privacy policies has tended to assume that any particular policy can pro-
vide value to its readers by informing them of the privacy practices of its host organisation, and thus also to its pub-
lishers through encouraging customers and clients to trust them more than they otherwise would. This assumption is
expected to be valid where the policy meets certain criteria, which are either established on the basis of theoretical con-
siderations, or are derived from a kind of best-in-breed comparative exercise. This paper seeks to address the question
how far privacy policies can ever achieve the goal of providing clear information to website visitors about the privacy
practices of an organisation. It reports on an empirical study that was conducted between November 2005 and April
2006 using two groups of University students as subjects. The subjects were asked to read three privacy policies, select-
ed in advance by the author, and to complete a short questionnaire on what the subject thought each policy had to say
about certain key privacy issues. The results reveal that there is surprisingly little agreement about what a policy actu-
ally means. This has significant implications both for policy writers and their managers, and also for those who are con-
sidering entering into a transaction with the host website. There is a need for further research to investigate this ques-
tion in more detail, but it is clear from these findings that we know less than we thought we did about the ways in which
people interpret the notices that they read on websites.
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taken to reassure those who transact with a website
that appropriate protection measures will be
applied to the transmission, subsequent use and
storage of any personal information that they pro-
vide during their transactions (e.g. Udo, 2001;
Sheehan, 2002; UMIST, 2002; Gauzente, 2004).

Since 2000, the author has conducted an ongoing
longitudinal study that has sampled at two-year
intervals a set of over 100 policies and analysed
their content. Results that have been published to
date (McRobb & Rogerson, 2004a; McRobb &
Rogerson, 2004b; McRobb & Rogerson, 2005;
McRobb & Stahl, 2006) identify what individual
policies cover, what they do not cover, how their
different characteristics may conflict with each
other, how they have changed over time, or not,
and also how much some have changed. This work,
both in the sense of the survey itself, and also the
analysis of the rich dataset collected so far, is still in
progress. It has also raised a number of questions
that appear to merit closer investigation.

For example, given that there is often an apparent
conflict between the meta-characteristics (promi-
nence of display, readability, etc.) of a policy and its
informational content, it would be interesting to
know the extent to which policies are practised – in
other words, do organisations really walk their
talk? It would also be interesting to know more
about the extent to which those who transact with
a website are really worried about the privacy and
possible abuse of personal data that they provide.
Berendt et al. (2005) studied this and observed that
their subjects’ actual online behaviour was at odds
with stated privacy preferences. However, this phe-
nomenon as a whole still remains far from clear.

This paper moves in a different but related direc-
tion. This is prompted in part by the work of Milne
and Culnan (2002), who noted that there was little
understanding of how consumers actually used pri-
vacy notices. Another influence is the work of
Moores (2005), who found that few consumers
either recognised or understood the significance of
privacy seals (also commonly known as trust-
marks). In addition, McRobb and Rogerson
(2004b) found that different readers disagreed
about the practical import of a small sample of pri-
vacy policies.

The paper reports on a study that seeks to inves-
tigate how readers understand the meaning of a
small set of privacy policies. It is based on a small-
er-scale exercise that was conducted alongside the
detailed analysis of the first bi-annual survey
reported in McRobb and Rogerson (2004b). That
study involved the interpretation by the author of
113 policies, in particular to determine what they

had to say on a number of privacy-related issues.
Policies were analysed to determine whether it was
clear that personal data would, or would not, be
collected, what data was collected, whether there
was an opt-out from providing data, how such data
would be used, whether it would be revealed to
third parties, and so on. 

Since all the analysis was initially based on the
author’s own interpretation, it was apparent that
there could be legitimate doubt regarding the valid-
ity of the particular views that were reached. To
counter this concern, a small validation exercise was
designed to test the author’s interpretations and
thus give some assurance that the study’s overall
conclusions were valid. Two colleagues who had
not been previously involved with the project were
asked to replicate the coding for a sub-set of the
main sample (one was a Research Fellow at the
Centre for Computing and Social Responsibility
and the other an undergraduate student who was at
that time employed by the Centre on a sandwich
placement year). They were instructed in the task
by the author and asked to follow the original pro-
cedure as closely as possible. Ten policies were cho-
sen as reasonably representative of the range in the
sample as a whole, taking into account the geo-
graphical spread of the organisations, the types of
organisation and the characteristics of the policies
themselves – in particular, their readability, length
and coverage.

On many issues, there was close agreement; for
example, regarding the overall characteristics of a
policy, such as language and structure, and on
whether personal data was said to be collected.
However, on some points there was very little
agreement. This applied particularly – and natural-
ly enough – to aspects where the interpretation
depended on a subjective interpretation of an
imprecise wording. For example, the uses to which
personal data is put, the reasons for which it is dis-
closed, or how the visitor consents to its collection
or use, were all occasions for disagreement.
Furthermore, the disagreements appeared to be
unrelated either to the subjective clarity of the pol-
icy or to objective criteria such as word-count or
readability index (McRobb & Rogerson, 2004b).

The general conclusion from this part of the ear-
lier study was that little can be taken for granted
about how a privacy policy will be interpreted,
even when the reader is highly educated and unusu-
ally well-informed about privacy issues.

In the next section, we will examine some of the
methodological issues that were considered and
how these were addressed in the design of the fol-
low-up study. The findings of the empirical phase
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of the research will then be presented, analysed and
discussed. Conclusions will be drawn from this dis-
cussion, and recommendations made to organisa-
tions that currently publish, or plan in the future to
publish, a privacy policy, and also to those who
may carry out online transactions with those
organisations. Finally, some suggestions will be
made for possible future research directions.

METHODOLOGICAL CONSIDERATIONS

The main aim of the research presented here was to
examine the subjective interpretations that different
individuals can make of a section of text, specifical-
ly of an online privacy policy. The topic is poten-
tially complex, and can be investigated from a num-
ber of different perspectives using various research
techniques. However, the first, and most impor-
tant, question that must be answered is essentially
factual and requires a simple quantitative answer
(or, rather, a quantitative description of a set of
Boolean answers). In effect: do our subjects agree
on the factual content of a given privacy policy? If
they do, and if the sample is large enough for the
results to be capable of meaningful generalisation,
we would then have arrived at a probably terminal
answer for this research direction, and there would
be little point to conducting any further investiga-
tion. If, on the other hand, they do not agree, then
further questions would come into focus. For
example, to what extent do the subjects disagree?
We could perhaps also ask whether the level or the
particular loci of disagreement have any statistical
significance. Some of these further questions are
more qualitative than quantitative in nature. For

example, we might hypothesise that the disagree-
ment results from some ambiguity in the text. If
this is the case, it will be interesting to examine the
text itself. Supposing that we can discern what it is
in the text that generates ambiguity, then we may
be able to take a step or two towards meeting Milne
and Culnan’s (2002) call for a standard vocabulary
(perhaps, we might add, also a standard grammar)
of information practices, which we might expect
would be principally deployed in an organisation’s
privacy statement.

If no ambiguity is found to lie in the text, we may
then postulate that the origin of the differences in
interpretation is not in the text but in the reader. If
this is the case, then further investigation should be
focused on the characteristics of our subjects. Such
a direction has already been suggested by Graeff
and Harmon (2002), for example, who concluded
that demographic factors affect the response to a
privacy statement, while Sheehan (2002) found that
individual personality attributes play an important
role in trust decisions. 

Finally, the sources of the difference may reside
neither in the text nor in its reader, but in the inter-
action between the two.  

Since the selection of research method, and,
indeed, research tool, depended closely on the
explanation under investigation, it appeared sensi-
ble to pursue the simplest of the three general cate-
gories of explanation first. For this first stage of
enquiry, then, a straightforward questionnaire was
adopted. This was expected, first of all, to deter-
mine whether our subjects interpreted the policies
in the same way. A questionnaire would also be
able to highlight areas where there was disagree-
ment and measure the extent of any such disagree-
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ment. Furthermore, since it could be designed to
discriminate between different aspects of the poli-
cies, this approach could be combined to a certain
extent with textual analysis of the sections that were
found to be problematic for our subjects. 

The questionnaire was closely based on the form
used to code the data collected in the bi-annual sur-
veys. It was edited to remove questions that were
not directly relevant to the present research. It was
also converted to an electronic form, partly to allow
the data recorded by the subjects to be more close-
ly constrained, and partly to make it easier to
deploy. The final questionnaire is shown at
Appendix A.

The policies were selected from the original vali-
dation subset for the 2000 survey. This was partly a
matter of convenience, since it was necessary for a
baseline interpretation to be available for each poli-
cy used. The number used in this study was restrict-
ed because the primary purpose was not to compare
the policies, but rather to investigate how they were
understood.  In this context, three seemed to be a
sufficient number that was also appropriate in
terms of the load on each subject. If the subjects
were asked to read too much, this would tend to
reduce cooperation, and thus the number of
responses that could be collected. Another reason
for limiting the number was that it was planned to
use the author’s students as subjects, since they
were thought to be a highly suitable population,
and to administer the survey during class time, since
this was expected to maximise the number of
responses. It was also thought desirable to exclude
longer policies, in order to minimise the risk that
too many subjects would fail to complete the task
in the available time. The policies that were finally
chosen were all close to the mean in both length and
readability, but had fairly different coverage char-
acteristics, as shown in Table 1. In addition, they
were known to have produced some disagreement
in the validation exercise, and so could reasonably
be expected to provide interesting material for this
study.

All subjects were students enrolled on a
University computing course. One group was
enrolled at undergraduate Higher Diploma/
Batchelor’s Degree level, the other at postgraduate
Masters level. Both groups were studying a module
on e-business strategy and systems. The author
teaches on both modules, and, in both cases, the
survey was included in the class schedule partly to
meet a legitimate pedagogic aim of the module. As
a result, access to the subjects was good and a high
level of cooperation was expected. Given the sub-
jects’ educational level and background, they were

expected to have some grasp of the issues covered
by a privacy policy, and also a reasonable level of
literacy. The readability (or otherwise) of the poli-
cies was thus not expected to cause difficulty for
these subjects. The two groups were surveyed sep-
arately a few months apart. 

Each subject was briefed both orally and in writ-
ing (a copy of the written briefing can be found at
Appendix B) asked to read the three policies in situ
on the host website, to answer the questions on the
survey form, and then to email the completed form
to the author.

The returns were then printed and each subject
was assigned a unique code based on the month in
which that survey was undertaken and a simple
numeric index (while the data collected was unlike-
ly to be sensitive for any of the subjects, it was felt
important in such a study to ensure that the prom-
ise of anonymity was fulfilled in practice). The
results were then entered into a spreadsheet for
analysis.

RESULTS

For the November 2005 survey, a total of 18 sub-
jects returned a total of 45 questionnaires. In fact,
more students than this were enrolled on the mod-
ule, but attendance in class was never 100%. Only
12 subjects completed a form for all three policies,
but incomplete comparison for a single subject did
not appear to be a sufficient reason to exclude the
other submissions. 

A number of returns showed some inconsisten-
cies between answers, but most of these were very
minor and could be attributed to either haste on the
part of the subject or slight ambiguities in the
instructions given on the survey form. In cases
where it appeared possible to infer with reasonable
confidence from a subject’s other responses their
intent with regard to missing or inconsistent data,
the author corrected or inserted responses as neces-
sary. For example, in the Symantecstore return for
subject 5/11/18 (subject number 18 in the
November, 2005 survey), ‘Not mentioned’ was
checked against Q6 (“Is personal data passed to
third parties?”). On the same form, ‘No’ was
checked against Q7 (“Can you opt-out from dis-
closure?”), a response which does not make sense if
the policy has said nothing about disclosure in the
first place. However, the instructions on the form
did not explicitly tell subjects to skip Q7 if the
answer to Q6 is not ‘Yes’. Since this return also had
no checks against any of the possible reasons for
disclosure listed for Q9, it seemed safe to assume
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that the response to Q7 could be disregarded. 
A total of seven other returns showed compara-

ble discrepancies, where the author felt justifying in
making a minor correction to the recorded data.

Two forms showed more serious inconsistencies
where the author did not feel that it was possible to
discern the intent of the subject, and these were dis-
carded from the analysis. The results presented
below are therefore based on 14 returns for Federal
Express, 16 for Symantecstore and 13 for Zapspot. 

A second survey was conducted in April 2006,
and this began with a population of 11 students.
Two forms could not be analysed since the subjects
had failed to indicate which organisation was
described. Furthermore, in both cases this was the
only submission from that subject. These two
returns were discarded. The remaining nine sub-
jects all responded for all three policies.  One sub-
ject submitted two separate returns for the same
policy, but since one was incomplete and the other
was fully completed, the former was discarded.
There were also a few minor inconsistencies, of the
sort described above, which the author corrected in
a similar manner.

The overall results are most readily presented in
tabular form, and Tables 2 to 4 show a summary
of the responses for each organisation in turn.
The format of the tables is as follows. Each shows,

reading across the page, the questions and then the
number of responses in each category for (i) the
November 2005 survey, (ii) the April 2006 survey,
and (iii) the author’s coding for that policy. In each
case, the number of responses that correspond to
the author’s coding is shown in bold italic. 

Note that, for some questions (such as Q1: “Is
personal data collected?”), three possible answers
could be given: “Yes,” “No” and “Not mentioned.”
For other questions (such as Q4: “What data is col-
lected – is this described?”), only “Yes” and “No”
could be given. For the two “Why…?” questions
(Q5 and Q9), subjects could tick as many answers
as they thought were applicable. Thus the choice
for each reason listed was either to tick it or to leave
it blank. The greyed-out boxes in Tables 2, 3 and 4
reflect these differences in the possible answers to
each question.

For Federal Express, there was complete una-
nimity regarding Q1 – that personal data was said
to be collected – but varying degrees of agreement
on the other questions. Only one subject dissented
for Q4 (what data is collected) but there were vary-
ing levels of disagreement for Q2 (opt out from
providing personal data), Q3 (how is the data col-
lected), Q6 (disclosure to third parties), Q7 (opt out
from disclosure), Q10 (how consent is given), Q11
(how to amend personal details) and Q12 (methods
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used to protect data).
For Symantecstore, too, there was unanimity on

Q1, and only one dissenter for Q4. Similarly, there
were varying levels of disagreement for Q2, Q7,
Q8, Q10, Q11 and Q12. But there was noticeably
less disagreement than was the case for Federal
Express regarding Q4 and Q6.

For Zapspot, again, there was complete unanim-
ity regarding Q1 and a single dissenter for Q4, fol-
lowed by varying levels of disagreement for the
remaining questions.

DISCUSSION

On inspecting the results shown in Tables 2, 3 and
4 above it is immediately clear that, while there is a
broad consensus on most points, there are also
aspects where there is little agreement at all. This
repeats, and thus validates, an earlier finding report-
ed in McRobb and Rogerson (2004b). The policy
aspects that produced the most disagreement are
shown in Table 5, in each case using the author’s
own answer as the standard (this may not have any
ultimate validity, as we shall see further below, but
for the moment it will serve just as well as any other
reference point). Note that, in the case of the mul-

tiple-answer questions (Qs 5a–5f and 9a–9e),
responses have only been counted either if a subject
agreed with a tick placed by the author, or if a
subject placed a tick where the author did not; in
other words, blank responses, which indicate that
the subject thought a reason did not apply, are not
included in the summary.

This view of the data helps to bring certain fac-
tors to greater prominence.  The first of these, and
perhaps of greatest concern to the authors of those
policies, is that, for Federal Express and Zapspot,
the vast majority of subjects disagree with the
author on what the policy says about their ability to
opt out from providing personal data. There is less
disagreement regarding the Symantecstore policy
on this point, but even here the subjects were far
from unanimous. Not surprisingly, this pattern is
replicated almost exactly regarding opt out from
disclosure of personal data to third parties. There is
more agreement on whether the policies warn of
disclosure, but even this is still far from unanimous
in the case of Federal Express. For no policy was
there close agreement on Q10 (“Is there a descrip-
tion of how a customer consents…?”), on Q11 (“Is
there a description of how a customer can check
and amend…?”) or on Q12 (“Is there a description
of how personal data will be protected?”, although
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the least disagreement was for Q12 related to the
Zapspot policy, with only three dissenters out of
22. However, since in this case most subjects agreed
with the author that this policy does not indicate
how personal data will be protected, this is unlike-
ly to be reassuring to the policy’s authors.

The manifestation of such high levels of dis-
agreement on issues that many researchers (and
presumably also most business managers and con-
sumer representatives) see as important – opt outs
from provision or disclosure of personal informa-
tion, the reasons given for its collection or disclo-
sure, and the stated procedures for its management
– is significant in itself. Meanwhile, the differing
responses to a single question when compared
across the three policies suggest interesting lines of
investigation that could yield useful recommenda-
tions for the authors of privacy policies. For exam-
ple, on this data the Symantecstore policy appears
to be by far the clearest of the three regarding a
subject’s opt out from providing personal data (see
Q2 in Table 5) and also regarding how data is actu-
ally collected (Q3 in Table 5). The relevant passages
in this policy are as follows:

“We request personal information when
you place an order, register a product,

request a service, answer a survey, enter a
contest, correspond with us or engage in
certain other activities on our website. For
example: 
“1. If you submit an order on-line with us,
we will ask you for information necessary
to complete the transaction - such as your
name, address, and credit card number. 
“2. If you request technical support online,
we will ask you for information necessary
to complete the transaction — such as
your name address and information about
your computer hardware, software and the
nature of the problem you are experiencing.
“You make the decision whether to pro-
ceed with any activity that requests per-
sonal information. If you do not wish to
provide the requested information, how-
ever, you may not be able to complete the
transaction.”
(Symantecstore, 2006)

On the other hand, the Zapspot policy appears to
be the least clear regarding what data is collected
(Q4 in Table 5). The following phrase is the only
one in the policy that appeared to the author to be
relevant to this question. It appears in a section
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headed “WHAT INFORMATION WE COL-
LECT AND WHY.”

“…information you provide to us directly,
like your name, e-mail, or address.”

(Zapspot, 2006)

The author chose to interpret the construction
“information like…” as signifying that this was at
best an incomplete description of the data collected,
and therefore ticked “No” to this question.
However, the great majority of survey subjects dis-
agreed. It appears likely that they were satisfied
with this description of the data collected; however,
even at the time of writing, the author remains
unsatisfied on this point.

If we consider how subjects viewed the policy state-
ments on reasons for collecting personal information,
in general the majority agreed with the author (for
example, Q5b and Q5e), but there was also some strik-
ing disagreement (especially Q5d). Regarding the stat-
ed reasons for disclosure, there was rather less agree-
ment (reflected by fewer subjects ticking the same
boxes as the author) and also higher levels of disagree-
ment (see especially Q9a, Q9b and Q9c for Zapspot).

All of the foregoing discussion is based to some
extent on the implied premise that the author’s
interpretation of the policies has some privileged

validity, even in cases where the majority of sub-
jects in this study disagree with that interpretation.
There might be grounds for arguing that this prem-
ise is legitimate. For example, we could argue that
the author has been able because he has more time,
or because he is educated to a higher level, or
because he has more experience in interpreting pri-
vacy policies to take greater care over the interpre-
tation. Or we could argue that he has been motivat-
ed to do so (for example, due to his close personal
involvement in the research). But even if either of
these arguments had force, we should still ask
whether it is a reasonable expectation of a privacy
policy that it should be read only by highly educat-
ed or highly motivated individuals who also have
ample time to complete the task with all possible
care and diligence. Clearly, such an expectation
would be entirely unreasonable. But let us next
examine the relative validity of the author’s inter-
pretations in the only sensible way – by examining
the texts themselves, in relation to some selected
points of interpretation. There is not the space here
to be comprehensive in this discussion of policy
content, but a few examples should suffice to allow
the drawing of some general conclusions.

As noted above (Q2 in Table 2), the author found
no mention in the Federal Express policy of an opt
out from the collection of personal data; 6 survey

McRobb: Interpretations of Online Privacy Policy

INFORMATION, COMMUNICATION & ETHICS IN SOCIETY222

Table 5 Summary of agreement / disagreement



McRobb: Interpretations of Online Privacy Policy

subjects agreed, 9 thought the policy said that there
was an opt out, and 8 thought that the policy said
there was no opt out. The policy includes the fol-
lowing three statements, which appear to relate to
choice about the provision of personal data, but the
author was unable to find any others (the reader is
invited to visit the policy and to make this judge-
ment for him/herself).

1. “Certain areas of fedex.com… require registra-
tion or a password for access. Information
obtained in these areas may also be used in
accordance with agreements governing access
to and use of the specific areas…”

2. “…visitors to fedex.com may choose to register
for a fedex.com Login user ID and password to
simplify access to some interactive features on
fedex.com.”

3. “Several areas of fedex.com ask for personal
information…”
(Fedex, 2006)

Extract 1 appears to convey with reasonable clarity
that certain areas of the website (identified in more
detail in the full text) require a visitor to provide
personal data through a registration process, that
the visitor can expect at the time of registration to
view the terms on which each service is offered, and
can presumably then decide whether or not to pro-
ceed with the registration, although the terms of
these separate agreements are not made clear with-
in the policy itself. It is not clear to what extent
extract 2 overlaps with extract 1 – i.e. whether they
refer to the same areas of the website or to separate
areas. Nor is it clear whether the registration
referred to in extract 2 is the same as that (or those)
mentioned in extract 1. Nor is there any explana-
tion in the policy of what loss of functionality or
ease of use a visitor will suffer if they choose not to
register. There may be, perhaps, a number of differ-
ent registrations for distinct services and interactive
enhancements of these services. Extract 3 acknowl-
edges that some areas of the site make some sort of
request for personal information, but it is not clear
how such requests will be presented, nor what
alternatives are available to a visitor who chooses
not to meet the request. It is also left as an implica-
tion, rather than a clear statement, that no other
part of the site collects any personal data. Finally,
the policy refers at various points to ‘visitors,’ to
‘users,’ to ‘registered users’ and to ‘customers’
without either defining them or making it explicit
whether their use has a semantic significance. The
different terms may refer to different sorts of
engagement with the company – which would have

an effect on how the policy statements should be
interpreted – but we cannot infer this from the pol-
icy alone. For all of these reasons, the author felt
that, while the policy text may convey some impli-
cations on this point, it does not state with any clar-
ity whether or not a customer can opt out from the
collection of personal data.

Turning now to the Zapspot policy, the author
again found no mention of an opt out from the dis-
closure of personal data (Q7 in Table 4); 6 subjects
agreed, while 5 subjects thought that the policy said
there was an opt out and 10 thought that it said
there was not an opt out. This policy appears to
have the following to say on the subject of disclo-
sure in general, and whether customers have an opt
out from it.

1. “ZapSpot will not sell, trade, or rent to others
any… Information that identifies you as an
individual.”

2. “In order for us to provide you with the best
service possible, we may… submit certain…
Information to… third party agents to whom
we outsource certain parts of our business
processes, or who perform certain services for
us.”

3. “ZapSpot reserves the right to release…
Information when we believe that such release
is necessary to comply with any applicable law
or to protect the rights, property, interests, or
safety of ZapSpot, our customers or others.”

4. “ZapSpot may release Requested, Calculated,
and Roaming Information when we, in good
faith, believe that such release is reasonably
necessary to comply with the law or protect the
rights, property or safety of ZapSpot, our cus-
tomers, or others.”
(Zapspot, 2006)

Extract 1, on first glance, might seem to state plain-
ly that no personal data will be disclosed to any
third party under any circumstances. However,
when taken in conjunction with the other extracts
quoted above, it becomes apparent that this really
applies only to disclosure for the purposes men-
tioned, that is for purely commercial reasons. The
policy goes on to acknowledge disclosure for a
number of other purposes, which are identified
more or less clearly in extracts 2, 3 and 4. Only two
of 23 subjects disagreed with the author on this (Q6
in Table 4), so it appears that most were not misled.
However, regarding a subject’s ability to opt out
from disclosure, it is hard to construe anything in
these extracts as directly stating whether or not a
subject can opt out from disclosure. There is,
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certainly, a strong implication in extracts 3 and 4
that no opt out can be possible, since the stated rea-
sons (compliance with law and protection of others’
rights, safety, etc.) can reasonably be taken as over-
riding any legitimate interest that a subject might
have in protecting their privacy. It is therefore not
surprising that a majority of the subjects decided
that the policy said no opt out was possible. But,
still, the policy does not actually say so; it is left as
an implication. What is truly intriguing is that 5
subjects thought the policy said that it was possible
to opt out from disclosure – only one less than
agreed with the author (that is, they thought that it
was not mentioned).

The Symantecstore policy, which the author
found to be one of the most informative and also
one of the clearest in the larger sample (not just in
the subset used presently under discussion), also
produced generally higher levels of agreement
among our subjects. Yet there were still one or two
places where high levels of disagreement were
apparent. The most prominent of these was Q10:
“Is there a description of how a customer con-
sents…?” Almost half of the subjects who respond-
ed on this – 12 in 25 – thought that the policy did
not give such a description. The author, together
with the narrowest possible majority of subjects,
believed that it did.  We have already noted above
that one section of this policy states:

“You make the decision whether to pro-
ceed with any activity that requests per-
sonal information. If you do not wish to
provide the requested information, howev-
er, you may not be able to complete the
transaction.”
(Symantecstore, 2006)

Another relevant passage appears under the heading
of “choice/opt-out.” This addresses several issues,
including Q2, Q7, Q10 and Q11.

“Symantec provides a number of ways for
you to ‘opt-out’ of receiving additional
information from us or having us provide
your personal information to our partners.
We may offer you these choices at the time
you give us your information.

“If you are on a Symantec web page
that requires personal information but
does not offer communication choices, or
would like to change your preferences for
information that you have previously pro-
vided, please complete the customer profile
form at [link] or use one of the other com-

munication channels at the bottom of this
statement.

“If you are registering a version of a
product that does not provide you the
capability to indicate your communication
preferences, please complete the customer
profile form at [link] or use one of the
other communication channels at the bot-
tom of this statement.

“If you do not wish to continue receiv-
ing our e-mail newsletters or bulletins you
can opt-out of receiving these communica-
tions by replying to the unsubscribe [link]
in the subject line in the email.”
(Symantecstore, 2006)

Taken together, these passages seemed to the
author to provide a near-exemplary description of
the process by which a visitor gives or withholds
consent to the provision of personal data. But not
all survey subjects agreed with this.

CONCLUSIONS AND 

RECOMMENDATIONS

Several conclusions can be drawn from the forego-
ing discussion. First, a number of privacy policy
statements that the author found to be among the
clearest and most informative in the larger survey
were not necessarily regarded in the same way by a
sizeable minority, even a majority, of subjects in
this study.  Equally, a number of privacy policy
statements that the author found to be unclear or
uninformative, were apparently seen as adequate by
a sizeable minority, and sometimes a majority, of
subjects in the study. The broad implication is that
neither the organisations that publish privacy poli-
cies nor the individuals who read them should be
confident that they are being clearly understood in
the way that they are meant to be understood.
Authors of privacy policies should take note of this
finding, since it has serious implications for the
effort that is expended on writing and revising pri-
vacy policies in the confident expectation that read-
ers will understand what they say. The corollary is
that those who are considering surrendering per-
sonal data on a transactional website should also
take care in how they interpret the site’s privacy
policy. 

It is clear that further work needs to be done in
this area. We can speculate on why so many sub-
jects disagreed with the author on the three exam-
ples discussed in detail in this paper. The reader
may perhaps feel that the explanation is simply that
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the author is too cautious. Yet a privacy policy,
while not exactly the same thing as a legal statement
of terms of use for the website that carries it, never-
theless has something of the same force, not only in
terms of how it will be perceived by its readers, but
also, very probably, in terms of its import for any
subsequent legal action resulting from the use or
abuse of personal information. Perhaps the dis-
agreement results mainly from the author’s disposi-
tion to disbelieve that a privacy policy really means
what it merely implies; it may be that many of the
subjects have a more trusting attitude. It might also
be explained by the relatively limited time in which
the subjects were asked to make their judgement.
To determine this point with any certainty, it
would be necessary to follow up the original inves-
tigation, perhaps using interviews to examine in
greater detail the attitudes, perceptions and reason-
ing behind the subjects’ responses. That must be
left, however, for a possible later study. For the
moment, we must be content with raising these as
further questions, to which we do not at present
know the answers. 
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